ReadMe KNOPPIX Custom 


This package is a customization of KNOPPIX, to use over a NTFS file system like an external 
USB disk used for backup or as rescue of Windows without change partition. 


Download the package “KNOPPIX_custom.7z” from Archive.org or Google drive 
Follow the link above http://fastweb.sdf-eu.org/ 


Download the original KNOPPIX_V8.6.1-2019-10-14-EN.iso 
Install 7zip and configure as show hidden files and two panels 
First test using an external USB disk to check compatibility 


1) Extract from KNOPPIX_V8.6.1-2019-10-14-EN.iso the directory KNOPPIX 
as X:\KNOPPIX on USB 


2) Extract from KNOPPIX custom.7z overwrite same directory X:\KNOPPIX on USB 


3) Extract from KNOPPIX_V8.6.1-2019-10-14-EN.iso the directory boot and overwrite 
as X:\KNOPPIX\boot on USB 


4) Extract files contained in “On Primary _Active_Partition.7z” on first level of USB X:\ 
Set PC BIOS to disable secure “-:)” boot and enable USB boot 

Test booting from USB and verify if your HW is compatible as screen, keyboard, network 
interface, wifi interface, audio, internal hd , mouse 


( please use an external wired mouse, not internal touchpad) 


To install on internal HD with already Windows working, repeat step 1,2 and 3 
to C:\KNOPPIX or D:\KNOPPIX, then boot from USB and use step 5 





5 ) Extract files contained in “On Primary Active _Partition.7z” on first level of 
Primary Active Partition ( not visible when Windows is running) 
near original "bootmgr"of Windows. 


A primary active NTFS can be booted by loading "bootmgr" (used by Windows 7 or 10) 
or alternatively by loading "ntldr" (used by the old Windows Xp) 
If both are present on the active partition the user is asked which one to use. 


Shutdown the PC, sconnect USB and verify booting the default Windows, 
then reboot and try the second line of bootloader using only keybord <arrow down> 
or <arrow up> then <enter>. 


Added SW 


Inside file /K NOPPIX/KNOPPIX3 there are added some software 

like Veracrypt and old Truecrypt ( to create cryped container ), adb ( to connect to Android ), 
nasm (assembler), f5fpc (line FS VPN client ). 

To add your SW check /KNOPPIX/store/makeoverlay.sh 


For default english keyboard copy /KNOPPIX/store/knoppix-en.Ist over 
/KNOPPIX/knoppix.Ist 


KNOPPIX 

KNOPPIX is a bootable Live system on CD, DVD or USB flash drives, consisting of a 
representative collection of GNU/Linux software, automatic hardware detection, and support 
for many graphics cards, sound cards, SCSI and USB devices and other peripherals. 

Tested with release: 


KNOPPIX_ V8.6.1-2019-10-14-EN.iso 


All download mirrors 


https://www.knopper.net/knoppix-mirrors/index-en.html 


Grub4Dos 


Grub4dos is a versatile boot loader capable of dual/multi-booting DOS, Windows, Linux and 
other operating systems. Can be used to select the operating system to load when multiple 
operating systems are available. Also It can be used to load an operating system when the 
existing boot sector or partition boot sector have become corrupted. 


A new copy of boot can be found at 


http://fastweb.sdf-eu.org/ 


Please check and download the file boot291114.7z 


Preface: 


This guide is primarily aimed at Windows users, but is also relevant to Linux users. 


Grub4dos code can be written to the boot sector MBR or partition boot sector of a device. 
Alternatively grldr can be loaded via an existing operating system (via the NT loader ntldr 
during the boot process of Windows XP or Windows 7 bootmer ). 


To simplify the boot process, if Grub4dos code is installed in the MBR of a hard disk device 
type, then all (supported) hard disks/partitions and USB devices are analyzed for grldr. 
Supported file systems: 


e FATI6\FAT32 
e NTFS 
e EXT2\EXT3 


If Grub4dos code is installed in the boot sector of a partition then grldr must be present on the 
boot partition. 


If Grub4dos code is installed to a CD or USB device, then grldr must be present on the boot 
device. 


Once loaded grldr, an embedded menu is executed. This menu look for the configuration file 
menu.lst. If menu.lst is not found then a command shell is started. 


Look tools inside Grub4Dos package 


Expand boot291114.7z to a tmp directory on Desktop and look 
at \boot\tools\ 


Warning: \boot\tools\bootIce.exe is powerful but can be dangerous 
Do NOT use over internal HD if already working 


How Install Grub4Dos to an external USB Device 


1. Commissioning : 
Format the device using the \boot\tools\hpusbfw.exe 
For USB key use the Fat32 file system and using DOS system files located at \boot\dos 


For external HD format as NTFS the device 


xj x 
Device Device 
[Sarik Ciuzer Mire 801 esoe z] E ~) 
File system File system 
[FAT 32 x] [NTFS 7 
Volume label Volume label 
fe0oT-USB [B00T-HD 
Faimatoptions -Format options 
M Quick Format 
l" Cnatie Commessor 
IV Create a DOS startup disk 
C Using intemal MSOGS austen Mer 
© using DOS system files located at: 
[I \boot\dos CJ 
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2. Next Task: 


Install Grub4dos code in the MBR of a USB device and the first primary partition boot sector 
using the \boot\tools\Grub_Gui.exe. 


Install Grub4dos code in an empty primary partition boot sector of the hard internal HD disk 
using the \boot\tools\Grub_Gui.exe (notice: NOT corrupt Windows boot loader). 


On internal HD not install Grub4Dos to the MBR, if you need a bootmanager 
to choose between some primary partition try with GAG. 


Try first without install, and then install and configure GAG to MBR. 











3. Final operation: 


Copy all boot files to the device 
For example, expand boot291114.7z to the device 
Check the file gridr and menu.|st 


Use 7-Zip Manager to expand archive 








4. Check only emulated boot : 


Check if the device is now bootable using \boot\tools\MobaLiveCD.exe 





1K68 Windows NT Comm... 
1.564KB Application 20/06/2012 15.51 
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5. Copy the other files: 

Now copy all the necessary files to the device such as KNOPPIX or HBCD. 
For KNOPPIX copy from the original iso \boot as KNOPPIX\boot. 

6. Check real boot: 

Boot from physical device bypass installed operating system. 

For example, press ESC or F12 or CANC/DEL when the BIOS is starting 
(Verify the BIOS settings of your PC) 


For HD installation copy \boot\grub\menu-hd.|st to \boot\grub\menu.|st 
and to \menu.|st 


Personalize menu.lst and others *.Ist files in the \boot\grub\ 
with an editor such as \boot\tools\BootICE.exe 


Gru4Dos loaded on a working Windows XP operating system 


1. Copy all boot files: 

Copy all boot files in the Windows boot NTFS partition 
For example, expand boot291114.7z to device C:\ 
Check the file grldr and menu.|st 

2. Save a backup copy of the boot.ini file: 

Copy the file C:\boot.ini file in C:\boot.win 

3. Edit the boot.ini file: 


With an editor like \boot\tools\BootICE.exe add a 
new line at the end of boot.ini file as this example: 


Some examples are in the \boot\ntfs directory 








: GRLDR Menu Editor - C:\Documents and Settings\Administrator PALLINO\Deskiop aooees |= \e.3| 








come a Operation =| 


Current ANSI Open | Save as ANSI | Save as UTF-8 Close | 








[boot loader] 

timeout=30 

default=multi{0)disk{0)rdisk({0)partition{1)\WINNT 

[operating systems] 

multi {0)disk{0)rdisk{0)partition{1)\WINNT="Microsoft Windows XP Professional" 
C:\GRLDR="GRUB4D0S (hd0, 0)" 





4. Try restarting Windows: 


Verify the presence of two possibilities: 
> Transactions of the Windows start normally 
> Grub4Dos load and show menu.lst 


Gru4Dos loaded on a working Windows 7 operating system 


1. Copy \boot\grub 


Copy only directory grub, for example, expand boot291114.7z 
and copy only grub directory to the Windows NTFS partition as C:\boot\grub 


N.B. C:\boot is already present on the Windows 7 installation 
Do not overwrite existing files in windows 


2. Attempt copying only 2 files : 
Copy only the boot.ini and menu.Ist files from C:\boot\grub to C: 
Try to reboot and check for the presence of two possibilities: 


> Transactions of the Windows start normally 
> Grub4Dos load and show menu.|st 


Remove only the boot.ini file to return to previous set mode 


3. If the above does not work change the BCD database of original bootmegr : 
Copy only the grldr, gridr.bin and menu.I|st files from C:\boot\grub to C: 
Use only this editor \boot\tools\BootICE.exe 


Add a realmode boot entry ( Grub4dos etc) 
Save current system 
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Try to reboot and check for the presence of two possibilities: 


> Transactions of the Windows start normally 
> Grub4Dos load and show menu.lst 


To return to previous set mode use the editor \boot\tools\BootICE.exe and delete 
Grub4Dos reference. 


Switch from a working Windows operating system and O.S. 

on others primary partitions 

1. Install GAG on master boot record: 

Attempt first to boot from GAG 401 without install then install GAG 410 on HD: 

NB Warning: it is not easy to reinstall original MBR ! 

Install and configure GAG to MBR, set the timer to start the default operating system. 


Boot Maná 
Software 


Add a new Operating System 





Delete an Operating System 
Save in Floppy 
Save in Hard disk 








Boot t i mer 





Setup password 





Hide primary partitio 








Return to main menu 











How make a new CD or DVD 

1. Make a workspace: 

Make a working directory and inside a directory named CD. 
Now copy all files from boot291114.7z inside CD\ and 

add all the necessary files such as KNOPPIX or HBCD. 

For KNOPPIX copy original \boot as CD\KNOPPIX\boot. 


Copy CD\boot\grub\menu-cd.lst to CD\boot\grub\menu.|st 
and to CD\menu.|st 


Personalize the menu.I|st and others *.Ist files in the directory CD\boot\grub\ 
with an editor such as \boot\tools\BootICE.exe 


= C:\Documents and Settings \root\Desktop\New project\cd 








17/10/2013 10.18 
17/10/2013 10.18 
24/03/2013 21.59 


28/09/2013 9.46 





2. Make a new cksum: 


Create a checksum file with \boot\makeiso\mk_cksum.bat 
rename CD\zzzcksum.md5 to CD\cksum.md5 and remove last line 
with an editor such as \boot\tools\BootICE.exe 


3. Make a new ISO: 
Create a new iso file with \boot\makeiso\mk_iso_g.bat 


( Default name is GrubMulti.iso in working directory ) 


SEMIN DUE a ek rata ec 


| | Address [E C:\Documents and Settings|roat\Desktop\New proje 


Name ^ 
File and Folder Tasks ¥ Scyownt.di 

E) genisoim.txt 
Other Places x £ gubconf.bt 

isolinconf txt 

L makeiso.zip 
E mdSdeep-3.6.zip 
E md5dsep.exe 
SS mk_chsum_md5.bat 
[Mk Hbcd.bat 
mk so_g.bat 


Details ¥ 


(3) mk_jso_g.sh 
[S]mk_iso_|.bat 
{i mk_iso_l.sh 
(5) mkcdskimage 
E mkisofs.exe 
E mkisofs.txt 





4. Test boot only : 

Verify if the new iso file is bootable using \boot\tools\MobaLiveCD.exe 
5. Burn the new iso: 

Burn the new iso file using \tools\Burn_CDCC.exe 

At low speed and check Finalize. 

6. Check real boot : 

Boot from CDROM device bypass the operating system installed 

For example, press ESC or F12 or CANC/DEL when the BIOS is starting 


(Verify the BIOS settings of your PC) 
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